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ABOUT THIS GUIDE FOR CSOs AND ACTIVISTS

This guidebook is a practical resource for civil society organizations (CSOs) and activists
working to prevent and counter violent extremism (P/CVE) in their communities. It
combines established best practices, recent research findings, and emerging insights from
CSOs operating in diverse contexts worldwide.

Drawing from field experiences and expert analysis, the guidebook provides actionable
strategies for CSOs while emphasizing the critical balance between program effectiveness
and security. Each section addresses specific challenges faced by organizations working in
P/CVE, offering practical tools, frameworks, and implementation guidance.

The guidebook is organized into seven interconnected sections:
Introduction: Establishes key concepts and CSOs' role in P/CVE work1.
Understanding Violent Extremism: Examines VEO tactics and operations2.
Civil Society's Role: Details effective engagement strategies while maintaining security3.
Building Digital Resilience: Provides guidance for safe online P/CVE work4.
Countering Extremist Narratives: Offers approaches for effective counter-messaging5.
Partnerships and Collaboration: Explores building secure networks and alliances6.
Legal and Ethical Considerations: Outlines rights-based approaches to P/CVE7.

Throughout the guidebook, you'll find:
Practical examples and case studies
Security considerations and protocols
Implementation tips and checklists
Best practices and lessons learned
Key points for CSO practitioners

This resource emphasizes the importance of context-specific approaches while providing
frameworks that can be adapted to local conditions. Special attention is given to security
considerations, protecting vulnerable populations, and maintaining community trust while
conducting P/CVE work.

The guidance provided draws from both academic research and real-world experiences of
CSOs, ensuring recommendations are both evidence-based and practically applicable. This
guidebook aims to help CSOs develop effective, secure, and sustainable P/CVE programs
that respond to their specific contexts while building on global best practices.



TA
BLE O

F C
O

N
TEN

TS
01
02

Introduction

Understanding Violent
Extremism & Terrorism

Introduces key concepts and definitions of violent
extremism and terrorism while outlining civil society's
critical role in prevention and response efforts.

Examines the causes, root factors, and operational
strategies of violent extremist organizations (VEOs) to help
CSOs better understand and counter their influence.

08
The Role of Civil Society in
Combating Extremism 
Details how civil society organizations can effectively engage
in P/CVE work while maintaining security and community
trust.

17Building Digital Resilience
Provides guidance on developing secure media literacy
programs and digital strategies to counter online extremist
content.

24
Countering Extremist
Narratives 
Outlines approaches for understanding and effectively
countering VEO messaging while protecting those involved.

31
Partnerships and
Collaboration 
Explores how CSOs can build effective partnerships and
international networks while maintaining security and
independence.

35Legal and Ethical
Considerations 
Examines key principles and frameworks for ensuring
P/CVE work respects human rights, civil liberties, and
ethical standards.



AdaUtive 5rograRRing An aUUrTaHh tT UrTLraR iRUleRentatiTn that eRUhaXi_eX 
fle]iGilit^ and HTntinZTZX adOZXtRent GaXed Tn HhanLinL HirHZRXtanHeX� eRerLinL 
threatX� and leXXTnX learned� 

Alternative 3arratives 5TXiti[e XtTrieX and ReXXaLeX that HhallenLe e]treRiXt 
ideTlTLieX G^ TfferinL different UerXUeHti[eX and UrTRTtinL [alZeX Tf UeaHe� tTleranHe� 
and inHlZXiTn� 

Civil Society Organizations CSOs� 3Tn�LT[ernRental TrLani_atiTnX� HTRRZnit^ 
LrTZUX� reliLiTZX inXtitZtiTnX� ad[THaH^ LrTZUX� and Tther entitieX TUeratinL 
indeUendentl^ Tf LT[ernRent and GZXineXX XeHtTrX tT ad[anHe XTHial HaZXeX and 
Xer[e HTRRZnit^ intereXtX� 

CoRUetitive Control A XtrateL^ ZXed G^ [iTlent e]treRiXt TrLani_atiTnX tT eXtaGliXh 
dTRinanHe T[er UTUZlatiTnX thrTZLh a HTRGinatiTn Tf HTerHiTn and UrT[iXiTn Tf GaXiH 
Xer[iHeX� direHtl^ HTRUetinL \ith Xtate inXtitZtiTnX fTr leLitiRaH^� 

Counter�3arrative 2eXXaLeX� XtTrieX� Tr HTRRZniHatiTnX deXiLned tT HhallenLe and 
diXHredit e]treRiXt UrTUaLanda and ideTlTLieX� 

Countering ;iolent *]treRisR C;*� A UrTaHti[e aUUrTaHh that HTRGineX XeHZrit^� 
Ure[entiTn� and inter[entiTn XtrateLieX tT addreXX the HaZXeX Tf [iTlent e]treRiXR and 
Ure[ent indi[idZalX frTR OTininL e]treRiXt LrTZUX� 

Deradicalization 9he UrTHeXX Tf HhanLinL an indi[idZal�X Gelief X^XteR� reOeHtinL e]treRiXt 
ideTlTL^� and adTUtinL RainXtreaR [alZeX� 

Digital Literacy 9he aGilit^ tT find� e[alZate� Hreate� and HTRRZniHate infTrRatiTn 
Tnline� inHlZdinL the XPillX tT identif^ and reXiXt e]treRiXt UrTUaLanda� 

*arly <arning Signs 4GXer[aGle indiHatTrX that Ra^ XiLnal an indi[idZal�X Tr 
HTRRZnit^�X [ZlneraGilit^ tT radiHali_atiTn Tr the UreXenHe Tf e]treRiXt inflZenHe� 

*vidence�'ased 5rograRRing 5rTLraR deXiLn and iRUleRentatiTn GaXed Tn 
dTHZRented reXearHh� UrT[en RethTdTlTLieX� and X^XteRatiH e[alZatiTn Tf TZtHTReX� 

Governance GaU AreaX \here Xtate inXtitZtiTnX fail tT UrT[ide adeVZate Xer[iHeX Tr 
Raintain aZthTrit^� HreatinL TUUTrtZnitieX fTr [iTlent e]treRiXt TrLani_atiTnX tT eXtaGliXh 
Uarallel X^XteRX� 

Note: This glossary provides general definitions of key terms used in the context of countering violent extremism and 
terrorism. Specific usage and interpretation may vary depending on local context and organizational frameworks. 
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�ѴѴicit �conomiev .lleLal eHTnTRiH aHti[itieX� inHlZdinL traffiHPinL and e]tTrtiTn� Tften 
ZXed G^ [iTlent e]treRiXt TrLani_atiTnX tT fZnd TUeratiTnX and Raintain HTntrTl� 

�n=ormaঞon "harin] 9he XZUer[iXed e]HhanLe Tf data� intelliLenHe� and inXiLhtX aRTnL 
TrLani_atiTnX \hile RaintaininL XeHZrit^ UrTtTHTlX and UrTteHtinL XenXiti[e infTrRatiTn� 

�e7ia �iterac� 9he aGilit^ tT aHHeXX� anal^_e� e[alZate� and Hreate Redia in [ariTZX 
fTrRX� UartiHZlarl^ iRUTrtant in reHTLni_inL and reXiXtinL e]treRiXt UrTUaLanda� 

�araѴѴeѴ �o�ernance Alternati[e adRiniXtrati[e XtrZHtZreX eXtaGliXhed G^ [iTlent 
e]treRiXt TrLani_atiTnX tT HTRUete \ith leLitiRate Xtate inXtitZtiTnX� 

�re�enঞn] (ioѴent ��tremivm Ő�(�ő 5rTaHti[e ReaXZreX aiRed at addreXXinL the rTTt 
HaZXeX and dri[erX Tf e]treRiXR GefTre [iTlenHe THHZrX� 

!a7icaѴi�aঞon 9he UrTHeXX G^ \hiHh indi[idZalX Tr LrTZUX HTRe tT adTUt e]treRiXt 
GeliefX and Geha[iTrX� UTtentiall^ leadinL tT [iTlenHe� 

!eviѴience 9he HaUaHit^ Tf indi[idZalX and HTRRZnitieX tT reXiXt� adaUt tT� and reHT[er 
frTR e]treRiXt inflZenHe and related HhallenLeX� 

"ha7o� �o�ernance S^XteRX Tf HTntrTl and adRiniXtratiTn eXtaGliXhed G^ [iTlent 
e]treRiXt TrLani_atiTnX that TUerate Uarallel tT TffiHial Xtate inXtitZtiTnX� 

"ociaѴ Cohevion 9he XtrenLth Tf relatiTnXhiUX and XenXe Tf XTlidarit^ aRTnL ReRGerX 
Tf a HTRRZnit^� inHlZdinL trZXt� Xhared [alZeX� and HTlleHti[e identit^� 

"trate]ic Comm�nicaঞonv 5lanned and HTTrdinated ReXXaLinL effTrtX deXiLned tT 
XZUUTrt (;* TGOeHti[eX \hile a[TidinL Znintended aRUlifiHatiTn Tf e]treRiXt narrati[eX� 

Tar]ete7 !ecr�itment SUeHifiH XtrateLieX ZXed G^ [iTlent e]treRiXt TrLani_atiTnX tT 
identif^ and reHrZit [ZlneraGle indi[idZalX Tr LrTZUX� Tften e]UlTitinL lTHal Lrie[anHeX 
and XTHial d^naRiHX� 

(ioѴent ��tremivm 9he GeliefX and aHtiTnX Tf indi[idZalX Tr LrTZUX \hT ad[THate Tr ZXe 
[iTlenHe tT aHhie[e ideTlTLiHal� reliLiTZX� Tr UTlitiHal LTalX� 

(ioѴent ��tremivt �r]ani�aঞon Ő(��ő A LrTZU that ZXeX [iTlenHe Tr ad[THateX fTr 
[iTlenHe tT aHhie[e ideTlTLiHal� reliLiTZX� Tr UTlitiHal TGOeHti[eX� 

+o�th �n]a]ement 5rTLraRX and initiati[eX XUeHifiHall^ deXiLned tT in[Tl[e ^TZnL 
UeTUle in UTXiti[e XTHial aHti[itieX and Ure[ent their reHrZitRent intT e]treRiXt LrTZUX� 
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<hile there are Ran^ definitiTnX Tf [iTlent e]treRiXR and terrTriXR� thiX LZide ZXeX thXe definitiTnX�
◦ (ioѴent e�tremivm referX tT the GeliefX and aHtiTnX Tf indi[idZalX Tr LrTZUX \hT ad[THate Tr ZXe 

[iTlenHe aX a ReanX tT aHhie[e ideTlTLiHal� UTlitiHal� Tr reliLiTZX LTalX :nited 3atiTnX� ������
◦ Terrorivm in[Tl[eX the ZXe Tf [iTlenHe� intiRidatiTn� Tr HTerHiTn tT aHhie[e UTlitiHal� reliLiTZX� Tr 

ideTlTLiHal TGOeHti[eX G^ HreatinL fear and diXrZUtinL XTHiet^ :nited 3atiTnX� ������ 

<Mat Role )o Civil Society 4rgani_ations CS4s� 5lay in 5reventing 
and CoZntering Violent Extremism 5�CVE� and Terrorism$

CSOs Ulays a critical role in countering violent e]treRisR and terrorisR Gy 
addressing root causes, UroRoting dialogue and inclusivity, advocating for 
huRan rights, eRUowering coRRunities, and ensuring accountaGility in 
counterterrorisR efforts� CollaGoration Getween civil society, governRent, 
and other staPeholders is essential in creating a coRUrehensive and 
effective aUUroach to coRGating e]treRisR and terrorisR� 

�

INTRODUCTION

Prevention and 
Early 
Intervention

CSOs identify early signs of radicalization and implement prevention programs 
within communities. They compete directly with VEOs for influence, requiring 
targeted interventions based on understanding of extremist tactics (Horgan, 
2014; USIP, 2024).

Building 
Resilient 
Communities

CSOs promote social cohesion and inclusivity to counter extremist narratives, 
with particular focus on marginalized groups targeted by VEOs. They foster 
dialogue and solidarity to build community resistance (Borum, 2011; USIP, 
2024).

Advocacy and 
Awareness

CSOs advocate for policies addressing root causes of extremism while raising 
awareness about VE dangers. They promote human rights and mobilize public 
support for counterterrorism efforts (Council of Europe, 2018).

Empowerment 
and 
Engagement

CSOs work with youth, women, religious leaders, and marginalized 
communities through education and civic engagement. This includes 
addressing gender dynamics in youth transitions, as VEOs exploit these in 
recruitment (RAN, 2019; USIP, 2024).

Monitoring and 
Accountability 

CSOs monitor government responses to ensure respect for human rights and 
rule of law. This oversight helps prevent conflict escalation while requiring 
careful navigation of state relationships (Global Counterterrorism Forum, 2017; 
USIP, 2024).

Strategic 
Coordination

CSOs balance independence with security coordination, humanitarian 
principles with prevention work, and community protection with impact 
measurement. Success requires understanding local contexts and 
evidence-based approaches (USIP, 2024).

SUMMARY
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:nderstanding ;iolent *]treRisR and 9errorisR involves a coRUrehensive analysis of the 
causes, root factors, tyUes of ideologies, and iRUact on societies� Critically, it reVuires 
understanding how violent e]treRist organizations ;*Os� oUerate on the ground and coRUete 
for influence within coRRunities�

<Mat &re tMe CaZses and Root +actors oK 
Violent Extremism and Terrorism$

:nderXtandinL the HaZXeX and rTTt faHtTrX Tf [iTlent e]treRiXR and terrTriXR iX eXXential fTr de[elTUinL 
effeHti[e Ure[entiTn and inter[entiTn XtrateLieX� 9heXe faHtTrX are HTRUle] and RZltifaHeted� 
enHTRUaXXinL a HTRGinatiTn Tf XtrZHtZral� ideTlTLiHal� UX^HhTlTLiHal� and LT[ernanHe�related eleRentX 
that Hreate en[irTnRentX HTndZHi[e tT radiHali_atiTn and [iTlenHe� +rTR X^XteRiH Lrie[anHeX and failed 
LT[ernanHe tT the e]UlTitatiTn Tf indi[idZal [ZlneraGilitieX and XTHietal fraHtZreX� [iTlent e]treRiXt 
TrLani_atiTnX ;*4X� le[eraLe theXe d^naRiHX tT reHrZit� radiHali_e� and XZXtain their inflZenHe� 

that HTntriGZte tT the eRerLenHe and UerXiXtenHe Tf [iTlent e]treRiXR and terrTriXR

2
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�rievances and 
Marginalization

Social, political, economic, and historical grievances can lead to feelings of 
marginalization and in%ustice, creating fertile ground for radicalization 
(�rueger ʪ �aleŪkovŅ, 200Ը). 


deological 

ndoctrination

Extremist propaganda and recruitment strategies foster ideological 
radicalization by promoting divisive beliefs and values (Borum, 2011). 

Psyc#ological 
Vulnerabilities

Factors such as alienation, identity crises, and the desire for belonging make 
individuals more susceptible to extremist narratives (Horgan, 2008). 


nstability and 
�ailed 
Governance

Political instability, conflict, and ineffective governance create environments 
where extremist ideologies can thrive (Gunaratna, 2009). 

Predatory 
Governance

Corrupt or exploitative governance practices allow VEOs to position 
themselves as viable alternatives to the state, gaining local support (USIP, 
2024). 

�argeted 
Recruitment 
Strategies

VEOs use sophisticated approaches that exploit gender dynamics and critical 
transitions, such as youth moving into adulthood, to recruit members (USIP, 
2024). 

Control o! 
llicit 
Economies

Engaging in illicit trade and providing alternative services enable VEOs to 
consolidate power and strengthen their influence in vulnerable communities 
(USIP, 2024).

��� DR
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!eѴi]io�v e�tremivmĹ GaXed Tn radiHal interUretatiTnX Tf reliLiTZX dTHtrineX� Tften 
leadinL tT [iTlenHe in the naRe Tf reliLiTn *XUTXitT � 2TLahed� ������

�oѴiঞcaѴ e�tremivmĹ dri[en G^ radiHal ideTlTLieX XeePinL tT T[erthrT\ Tr HhallenLe 
e]iXtinL UTlitiHal X^XteRX thrTZLh [iTlenHe 2althaner � <aldRann� ������

�aঞonaѴivt e�tremivmĹ rTTted in e]treRe natiTnaliXR� ]enTUhTGia� and XZUreRaH^� 
leadinL tT [iTlent aHtiTnX aLainXt UerHei[ed threatX 0al^[aX� ������

�7eoѴo]icaѴ e�tremivmĹ GaXed Tn e]treRiXt ideTlTLieX� XZHh aX anarHhiXR Tr 
eHT�terrTriXR� UrTRTtinL radiHal HhanLe thrTZLh [iTlenHe 9a^lTr � -TrLan� ������

"in]ѴeŊivv�e e�tremivm: fTHZXinL Tn XUeHifiH HaZXeX liPe aniRal riLhtX Tr 
en[irTnRentaliXR� ad[THatinL fTr [iTlent ReanX tT aHhie[e LTalX 'aPer� ������

Se[eral e]treRiXt and terrTriXt LrTZUX arTZnd the \Trld UTXe XeriTZX threatX tT gNobaN seEWrit[ 
and stabiNit[� 5ome oH tJe most signiƂEant and notorioWs groWRs inENWde� 

9heXe are OZXt a fe\ e]aRUleX Tf e]treRiXt and terrTriXt LrTZUX that ha[e Geen aHti[e in different reLiTnX 
arTZnd the \Trld� 9he threat landXHaUe iX d^naRiH� \ith ne\ LrTZUX eRerLinL and e]iXtinL LrTZUX 
e[Tl[inL their taHtiHX and allianHeX� 

��3

<Mat &re tMe )iKKerent TyUes oK Violent Extremism 
and Terrorist .deologies$

5rominent Violent Extremist and Terrorist ,roZUs


S
S ֢
slamic State 
o! 
ra, and Syria֣

Also known as the Islamic State of Iraq and the evant (ISI), ISIS is a transnational 
%ihadist group that has carried out numerous attacks in the �iddle East and beyond. 
Though its territorial control has diminished, ISIS maintains an online presence and 
continues to inspire and coordinate attacks worldwide (ynch, 202Ը). 

Alև�aeda Established in the late 1980s, Al-�aeda remains a prominent global terrorist network 
responsible for multiple high-profile attacks, including the September 11, 2001, 
attacks in the United States. �hile its capabilities have been degraded, Al-�aeda 
affiliates and sympathizers continue to pose a threat (Raphel, 2021). 

Bo&o 	aram Operating primarily in Nigeria and the ake Chad Basin region, Boko Haram is known 
for its brutal tactics, including mass abductions, bombings, and attacks on schools 
and villages. The group has caused significant humanitarian suffering and instability 
in the region (Owolabi, 2020). 

�aliban The Taliban remains a formidable insurgent group in Afghanistan, with a history of 
violence and extremist ideology. Following the withdrawal of US troops in 2021, the 
Talibanմs resurgence has raised concerns about the impact on Afghan civilians and 
regional security (Ghafoor, 2022). 

AlևS#abaab Based in Somalia, Al-Shabaab is an Islamist militant group affiliated with Al-�aeda. 
The group has carried out attacks in Somalia and neighboring countries, targeting 
government institutions, security forces, and civilians (�han, 2020). 

	amas Operating in the Palestinian territories, Hamas is known for its militant activities 
against Israel and its control of the Gaza Strip. The group has engaged in armed 
conflict with Israel and is designated as a terrorist organization by several countries 
(Bard, 2020). 

	e5bolla# Based in ebanon, Hezbollah is a Shia militant group with a strong political and 
military presence. �esignated as a terrorist organization by numerous countries, 
Hezbollah has been involved in regional conflicts and has close ties to Iran (Harb, 
2021).



(ioѴent e�tremivt or]ani�aঞonv Ő(��vő ha�e a7arte7 their vtrate]iev to 
rrioriঞ�e controѴ o�er ror�Ѵaঞonv rather than voѴeѴ� =oc�vin] on territoriaѴ 
7ominanceĺ The� emrѴo� a com0inaঞon o= coerci�e an7 rerv�avi�e metho7v 
to evta0Ѵivh inY�ence an7 convoѴi7ate ro�erĺ 

9hiX HTRGinatiTn Tf taHtiHX enaGleX ;*4X tT Raintain reXilienHe and adaUtaGilit^� UTXinL HTRUle] 
HhallenLeX fTr Hi[il XTHiet^ TrLani_atiTnX (S4X� and LT[ernRentX \TrPinL tT HTZnter their inflZenHe�

9errTriXt attaHPX in <eXtern 
natiTnX inHreaXed 
XiLnifiHantl^ Get\een 
���������� \ith UTlitiHall^ 
and reliLiTZXl^ RTti[ated 
inHidentX aHHTZntinL fTr the 
RaOTrit^ Tf identified attaHPX� 
<hile tTtal attaHPX UeaPed in 
��������� \ith T[er ��� 
annZal inHidentX� reHent ^earX 
XhT\ a LradZal deHline� 
thTZLh nZRGerX reRain 
XZGXtantiall^ hiLher than 
Ure����� le[elX�

19�

<Mat &re Common VE4 4Uerational Strategies$

յCompetitive 
Controlյ o! 
Populations

VEOs focus on dominating populations rather than capturing and holding 
territory. This approach allows them to avoid direct military confrontations 
while embedding 

S#adow 
�overnance 
Systems

VEOs establish parallel governance structures that directly compete with 
state institutions. By providing services such as dispute resolution, social 
welfare, and basic infrastructure, they present themselves as viable 
alternatives to failing or absent governments. 

Sop#isticated 
Propaganda 
Networks

everaging advanced media and communication strategies, VEOs spread 
their ideologies, recruit members, and manipulate public opinion. They use 
local languages, cultural references, and tailored messaging to resonate 
with specific demographics and increase their appeal. 

Economic 
�omination 
t#roug# 
llicit 
Means

VEOs gain financial resources and local control by taxing goods, extorting 
businesses, and engaging in illicit trade, including trafficking and 
smuggling. This economic domination not only funds their operations but 
also reinforces their authority within affected communities. 

E3ploitation o! 
Marginali5ed 
Populations

By capitalizing on social grievances, political exclusion, and economic 
disparities, VEOs mobilize support from marginalized groups. They 
strategically exploit feelings of in%ustice and alienation to build loyalty and 
recruit members, further undermining social cohesion and stability (USIP, 
2024). 

5oWrEe� TerrorismTraEMer� +E2 CaNEWNations 
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An anal^XiX Tf the riXe Tf e]treRiXt LrTZUX in *ZrTUe re[ealX a HTRUle] and RZltifaHeted 
landXHaUe XhaUed G^ [ariTZX faHtTrX� -ere are XTRe Pe^ UTintX tT HTnXider�

FarŊ!i]ht ��tremivmĹ *ZrTUe haX Xeen inHreaXed far�riLht aHti[it^ UrTRTtinL natiTnaliXt and ]enTUhTGiH 
ideTlTLieX� HaUitali_inL Tn eHTnTRiH ZnHertaint^ and HZltZral fearX� 9heXe LrTZUX tarLet RarLinali_ed 
HTRRZnitieX thrTZLh GTth Tnline and Tffline HaRUaiLnX 2Zdde � 0alt\aXXer� ������

�iha7ivt ��tremivmĹ 9he HhallenLe Tf retZrninL fTreiLn fiLhterX and dTReXtiH radiHali_atiTn haX led tT 
inHreaXed XeHZrit^ HTnHernX� /ihadiXt LrTZUX ha[e deRTnXtrated XTUhiXtiHated reHrZitRent and attaHP 
UlanninL HaUaGilitieX in ZrGan HenterX 3eZRann� ������

�thnoŊ�aঞonaѴivt �o�ementvĹ Se[eral reLiTnX e]UerienHe TnLTinL ethnT�natiTnaliXt tenXiTnX� ranLinL 
frTR nTn�[iTlent aHti[iXR tT Rilitant XeUaratiXR� 9heXe RT[eRentX Tften e]UlTit hiXtTriHal Lrie[anHeX and 
identit^ UTlitiHX SRith� ������

AnঞŊ�o�ernment Acঞ�it�Ĺ ;ariTZX LrTZUX TUUTXe Xtate UTliHieX thrTZLh RethTdX ranLinL frTR Hi[il 
diXTGedienHe tT tarLeted [iTlenHe� 9heXe RT[eRentX Tften T[erlaU \ith Tther fTrRX Tf e]treRiXR 
-TffRan� ������

	i]itaѴ 	�namicvĹ 4nline UlatfTrRX Xer[e aX Pe^ reHrZitRent and HTTrdinatiTn tTTlX fTr e]treRiXt LrTZUX� 
STHial Redia enaGleX raUid diXXeRinatiTn Tf UrTUaLanda and HrTXX�GTrder net\TrPinL <inter� ������

�et�orh �@ectvĹ *]treRiXt LrTZUX Raintain tranXnatiTnal HTnneHtiTnX� XharinL taHtiHX and reXTZrHeX� 
9hiX HreateX HTRUle] HhallenLeX reVZirinL HTTrdinated reXUTnXeX frTR GTth XeHZrit^ aLenHieX and Hi[il 
XTHiet^ 0ahT� ������

9he HTn[erLenHe Tf RZltiUle e]treRiXt threatX � frTR far�riLht tT OihadiXt net\TrPX � HTRGined 
\ith XTUhiXtiHated ZXe Tf diLital UlatfTrRX and tranXnatiTnal HTnneHtiTnX� reVZireX (S4X tT 
de[elTU nZanHed� HTnte]t�XUeHifiH aUUrTaHheX� SZHHeXX deUendX Tn GalanHinL XeHZrit^ 
a\areneXX \ith HTRRZnit^ enLaLeRent� \hile addreXXinL the Znderl^inL Lrie[anHeX that 
e]treRiXt LrTZUX e]UlTit )ella 5Trta� ����  0ahT� ������ 

��5

SUMMARY
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;iTlent e]treRiXR and terrTriXR ha[e UrTfTZnd and far�reaHhinL effeHtX Tn XTHietieX� diXrZUtinL 
li[eX� HTRRZnitieX� and natiTnX� 'e^Tnd the iRRediate tTll Tf death and deXtrZHtiTn� theXe aHtX 
Hreate endZrinL UX^HhTlTLiHal� XTHial� and eHTnTRiH HhallenLeX that \eaPen XTHietal XtrZHtZreX 
and iRUede de[elTURent� 9he reUerHZXXiTnX Tften e]tend Ge^Tnd the affeHted reLiTnX� 
inflZenHinL LlTGal XeHZrit^� hZRan riLhtX� and LT[ernanHe� 

6

<Mat &re TMe .mUacts oK Violent Extremism and 
Terrorism on Societies$

oss o! i!e and 
P#ysical 	arm

Resulting in widespread fatalities, in%uries, and destruction of critical 
infrastructure (�orld Health Organization, 2011). 

�idespread �ear 
and �rauma

Generating lasting psychological distress and insecurity among affected 
populations (Fischer, 2008). 

Erosion o! Social 
�rust

Undermining social cohesion, trust, and multicultural harmony, further 
dividing communities (�avris ʪ Georgoulas, 2019). 

Economic 
�evastation

�amaging businesses, deterring tourism, reducing foreign investment, and 
destabilizing economies (Ghosh, 2009). 

Civil iberties 
�nder �#reat

eading to restrictions on rights and freedoms as states implement 
counter-terrorism measures (Amnesty International, 2018). 

Social 
Polari5ationխ

Fostering divisions and radicalization within communities, fueling cycles of 
violence (Borum, 2011). 

�ndermined State 
egitimacyխ

Allowing violent extremist organizations (VEOs) to create alternative 
governance systems that weaken state control. 

�evelopment o! 
�ar Economies

Strengthening VEOs through illicit trade, extortion, and conflict-driven profits. 

 �orced 
�isplacement

�riving mass migrations of targeted populations, exacerbating humanitarian 
crises. 

E3ploitation o! 
ocal Con!licts

�anipulating grievances to fuel violence and recruit supporters (USIP, 2024). 
approach that addresses root causes, strengthens security measures, and 
promotes cooperation at the national and international levels (�enkhaus, 
2022). 

;iTlent e]treRiXR iRUaHtX HTRRZnitieX aHrTXX RZltiUle diRenXiTnX � frTR iRRediate Uh^XiHal 
harR tT lTnL�terR XTHial and eHTnTRiH daRaLe� +Tr (S4X� ZnderXtandinL theXe iRUaHtX iX 
HrZHial aX the^ Tften RanifeXt at the lTHal le[el thrTZLh erTded XTHial trZXt� HTRRZnit^ 
UTlari_atiTn� and e]UlTitatiTn Tf e]iXtinL Lrie[anHeX� 0e^ effeHtX inHlZde \ideXUread traZRa� 
eHTnTRiH diXrZUtiTn� and the eRerLenHe Tf Uarallel LT[ernanHe X^XteRX \here Xtate 
leLitiRaH^ iX \eaP� 9heXe HhallenLeX reVZire (S4X tT de[elTU hTliXtiH� HTRRZnit^�Hentered 
aUUrTaHheX that addreXX GTth iRRediate needX and Znderl^inL [ZlneraGilitieX�

SUMMARY
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��
�S 
���D�ӫ



*ffTrtX tT HTZnter [iTlent e]treRiXR faHe an e[Tl[inL landXHaUe Tf HhallenLeX aX [iTlent e]treRiXt 
TrLani\ations 
8E1s� adaRt to EJanging Eonditions and reƂne tJeir taEtiEs� TJese groWRs 
demonstrate remarMaGle reXilienHe� le[eraLinL innT[ati[e XtrateLieX tT HirHZR[ent traditiTnal 
HTZnterterrTriXR aUUrTaHheX� +rTR e]UlTitinL LT[ernanHe failZreX tT HaUitali_inL Tn illiHit eHTnTRieX and 
lTHal Lrie[anHeX� ;*4X eRUlT^ HTRUle] and RZltifaHeted RethTdX tT XZXtain and e]Uand their inflZenHe� 

:nderXtandinL the RZltifaHeted natZre Tf [iTlent e]treRiXR and terrTriXR reVZireX addreXXinL the 
HTRUle] interUla^ Tf HaZXeX� ideTlTLieX� and iRUaHtX Tn XTHietieX�  -T\e[er� effeHti[e Ure[entiTn and 
reXUTnXe RZXt Ge GaXed Tn UreHiXe ZnderXtandinL Tf hT\ ;*4X aHtZall^ TUerate and HTRUete fTr 
inflZenHe \ithin XUeHifiH HTnte]tX� rather than rel^inL XTlel^ Tn Leneral aXXZRUtiTnX aGTZt radiHali_atiTn 
and e]treRiXR :S.5� ������ *ffTrtX XhTZld HTRGine attentiTn tT rTTt HaZXeX \ith XtrateLiH reXUTnXeX tT 
;*4 taHtiHX and TUeratiTnX Tn the LrTZnd� 
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5oWrEe� TerrorismTraEMer� +E2 CaNEWNations 

<Mat &re TMe Emerging CMallenges in 5reventing and 
CoZntering Violent Extremism 5�CVE�$


ncreasing 
Adaptability and 
Resilience

VEOs continue to outmaneuver traditional counterterrorism measures, 
demonstrating flexibility in their strategies and operations. 

Sop#isticated �se 
o! �ender 
Dynamics

everaging gender-specific recruitment methods and roles to maximize their 
reach and operational impact. 

E3ploitation o! 
�overnance 
Failures

Taking advantage of weak governance and service delivery gaps to present 
themselves as viable alternatives to state institutions. 

Control o! 
llicit 
Economies

Profiting from illegal trade, extortion, and other shadow economies to finance 
their activities and sustain influence. 

Manipulation o! 
ocal �rievances

Strategically exploiting community frustrations and unresolved conflicts to 
recruit supporters and deepen divisions (USIP, 2024). 

��D�RS���D
�� ��W ��O S�R����
�S

<hile XTRe traditiTnal 
hTtXUTtX liPe S^ria and 
5aPiXtan Raintained relati[el^ 
XtaGle le[elX Tf 
terrTriXR�related deathX in 
���������� there \ere 
HTnHerninL inHreaXeX in 
'ZrPina +aXT and .Xrael� 
ZnderXHTrinL the d^naRiH 
natZre Tf [iTlent e]treRiXt 
threatX and the need fTr 
adaUti[e Ure[entiTn XtrateLieX 
that reXUTnd tT GTth UerXiXtent 
and eRerLinL HhallenLeX�



SECT.43 �

(i[il XTHiet^ Ula^X a HrZHial rTle in HTRGatinL [iTlent e]treRiXR and terrTriXR G^ addreXXinL rTTt 
HaZXeX� fTXterinL XTHial HTheXiTn� and UrTRTtinL inHlZXi[e narrati[eX that HTZnter e]treRiXt 
ideTlTLieX� -T\e[er� tJe groYing soRJistiEation oH XioNent extremist organi\ations 
8E1s� Roses 
signiƂEant EJaNNenges� as tJe[ Tften HTRUete direHtl^ \ith Hi[il XTHiet^ TrLani_atiTnX (S4X� fTr 
inflZenHe and leLitiRaH^ \ithin HTRRZnitieX :S.5� ������ 9T XZHHeed in thiX endea[Tr� (S4X RZXt 
adTUt XtrateLiH� e[idenHe�GaXed aUUrTaHheX tJat emRoYer NoEaN aEtors� bWiNd EommWnit[ 
resiNienEe� and resRond eƁeEtiXeN[ to tJe sReEiƂE taEtiEs and XtrZHtZreX eRUlT^ed G^ ;*4X� 
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Ci�iѴ vociet� referX tT the HTlleHti[e aHtiTn Tf indi[idZalX� 
TrLani_atiTnX� and inXtitZtiTnX TZtXide Tf the LT[ernRent and the 
Uri[ate XeHtTr +elGaG�'rT\n� ������ .t enHTRUaXXeX a \ide ranLe 
Tf nTn�LT[ernRental aHtTrX� inHlZdinL HTRRZnit^ LrTZUX� reliLiTZX 
TrLani_atiTnX� hZRan riLhtX ad[THateX� and LraXXrTTtX RT[eRentX� 
(i[il XTHiet^ Ula^X a HrZHial rTle in UrTRTtinL deRTHraH^� XTHial 
OZXtiHe� and hZRan riLhtX� aX \ell aX in fTXterinL HTRRZnit^ 
enLaLeRent and eRUT\erRent 'ennett � SeLerGerL� ������ 

.n the HTnte]t Tf HTRGatinL [iTlent e]treRiXR and terrTriXR� (S4X are HritiHall^ iRUTrtant 
fTr t\T Pe^ reaXTnX�

-T\e[er� tT Ge effeHti[e� (S4X RZXt HarefZll^ na[iLate HTRUle] relatiTnXhiUX \ith 
LT[ernRent aHtTrX \hile RaintaininL indeUendenHe� eXUeHiall^ in HTnte]tX \here Xtate 
UraHtiHeX Ra^ enaGle ;*4 e]UanXiTn� 

8
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-o\ )o <e )eKine Civil Society$
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��OR����� O� �SO. �OR �ԟ���

�ri7]in] Comm�niঞev an7 �nvঞt�ঞonvĹ (S4X are ZniVZel^ UTXitiTned tT addreXX the 
Znderl^inL Lrie[anHeX� UrT[ide alternati[e narrati[eX� and GZild reXilienHe \ithin 
HTRRZnitieX :3)5� ������  

�e�era]in] �ocaѴ Tr�vt an7 �et�orhvĹĹ 9heir indeUendenHe� LraXXrTTtX HTnneHtiTnX� 
and aGilit^ tT RTGili_e di[erXe XtaPehTlderX RaPe theR Pe^ aHtTrX in Ure[entiTn and 
inter[entiTn effTrtX�



C&SE ST:)>
(S4X ha[e deRTnXtrated innT[ati[e and iRUaHtfZl 
aUUrTaHheX tT Ure[entinL and HTZnterinL [iTlent 
e]treRiXR� '^ addreXXinL rTTt HaZXeX� eRUT\erinL 
RarLinali_ed LrTZUX� and fTXterinL HTRRZnit^ reXilienHe� 
theXe initiati[eX XhT\HaXe the di[erXe XtrateLieX (S4X 
eRUlT^ tT redZHe the inflZenHe Tf [iTlent e]treRiXt 
TrLani_atiTnX ;*4X�� 
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�A�E ֢�amilies 
Against �errorism 
and E3tremism֣

A network of families affected by terrorism who share personal stories and 
provide peer counseling to prevent radicalization. Their approach 
demonstrates how family-based initiatives can effectively counter extremist 
narratives while providing crucial support systems for vulnerable 
individuals and affected families.

�omenմs 
Prevention 
�etwor&s

Organizations like Sisters Against Violent Extremism (SAVE) and �omen 
�ithout Borders focus on education and economic empowerment to 
prevent radicalization. These initiatives are particularly effective when they 
address both male and female youth transitions, recognizing the complex 
gender dynamics in prevention work.

Strong Cities 
�etwor& ֢SC�֣

This global network connects local authorities with civil society leaders to 
prevent extremism at the municipal level. Their success demonstrates how 
city-level coordination between government and civil society can 
effectively address local drivers of radicalization while building community 
resilience.

	orn o! A!rica Civil 
Society �orum 
֢	oACS֣

A regional platform that enables civil society collaboration across the Horn 
of Africa through shared research, advocacy, and capacity building. Their 
work shows how regional CSO networks can effectively address 
cross-border challenges while strengthening local prevention efforts.

Community 
Re#abilitation 
Programs

CSO-led programs offering psychological support, vocational training, and 
social reintegration services for at-risk individuals. These initiatives 
demonstrate how community-based approaches can support prevention 
and rehabilitation while building local resilience against extremist 
influences.

�#e �enya �ational 
Counterև�errorism 
Centre

A model of collaboration between the National Counter-Terrorism Centre 
and civil society organizations, showing how CSOs can effectively partner 
with government institutions while maintaining their independent role in 
community engagement and prevention work.

�R���
�� ������S O� 
������
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<My &re Strategic 5artnersMiUs Essential Kor 
SZstainable 5�CVE$

CoѴѴa0oraঞon 0et�een ci�iѴ vociet�ķ ]o�ernment a]encievķ 
Ѵa� en=orcementķ an7 other vtahehoѴ7erv iv evvenঞaѴ in 
7e�eѴorin] comrrehenvi�e an7 v�vtaina0Ѵe vtrate]iev to 
com0at �ioѴent e�tremivm an7 terrorivm :nited 3atiTnX� 
������ -T\e[er� theXe UartnerXhiUX reVZire HarefZl na[iLatiTn� 
UartiHZlarl^ in HTnte]tX \here Xtate UraHtiHeX Ra^ 
inad[ertentl^ enaGle ;*4 e]UanXiTn :S.5� ������ 

S#ared Resources 
and E3pertise

Partnering across sectors to pool knowledge, tools, and information 
for early detection and intervention (Bennett, 2017). 

Coordinated 
Prevention and 
Re#abilitation 
Eʯortsխ 

Implementing integrated programs that combine prevention, 
community engagement, and support for reintegration of former 
extremists (GonzŅlez, 2018). 

�ostering �ialogue 
and �rustխ

Encouraging inclusive decision-making and trust-building to 
strengthen the legitimacy and effectiveness of interventions (Fisher, 
2017). 

Rigorous 
Monitoring and 
Evaluationխ

Ensuring accountability and improving strategies by assessing the 
impact of collaborative efforts (OմNeill, 2019). 

������S O� �O
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EƁeEtiXe 2�C8E YorM reSWires C51s to EareHWNN[ baNanEe RartnersJiRs YJiNe maintaining 
indeRendenEe and RroteEting EommWnities� 7nderstanding JoY to naXigate tJese 
reNationsJiRs is ErWEiaN Hor Rrogram sWEEess and EommWnit[ saHet[�

• $WiNd seEWre EJanneNs Hor inHormation sJaring
• Coordinate resRonses YJiNe RroteEting XWNnerabNe RartiEiRants
• 5Jare resoWrEes and Nearning YitJoWt EomRromising seEWrit[
• &eXeNoR Loint adXoEaE[ strategies YJere aRRroRriate
• Create mWtWaN sWRRort meEJanisms Hor organi\ations Wnder RressWre

11

<Mat &re EKKective <ays To 2anage 
TMese ComUlex RelationsMiUs$

• EstabNisJ ENear RrotoEoNs Hor inHormation sJaring and engagement
• /aintain organi\ationaN indeRendenEe YJiNe sWRRorting EonstrWEtiXe reHorm
• &oEWment aNN interaEtions and agreements
• 5et ENear boWndaries aroWnd sensitiXe EommWnit[ inHormation
• &eXeNoR exit strategies Hor sitWations YJere RartnersJiR ma[ EomRromise 

[oWr YorM

WOR�
�� W
�	 �O��R����� ��R���RS

• Create exRNiEit HrameYorMs Hor neEessar[ Eoordination
• 2roteEt JWmanitarian RrinEiRNes and EommWnit[ trWst
• /aintain transRarent EommWniEation YitJ EommWnities aboWt an[ seEWrit[ 

EooReration
• EstabNisJ ENear redNines Hor inHormation sJaring
• &eXeNoR risM mitigation strategies Hor staƁ and beneƂEiaries

���
���
�� S���R
�� S���OR R���
O�S	
�S

S�R����	��
�� �
�
 SO�
��� ���WOR�S

• 4egWNar reXieY oH RartnersJiR risMs and beneƂts
• CNear internaN RoNiEies on engagement YitJ diƁerent aEtors
• Consistent EommWniEation YitJ EommWnities aboWt RartnersJiRs
• 2roteEtion strategies Hor staƁ and beneƂEiaries
• &oEWmentation oH aNN HormaN reNationsJiRs

��� �O�S
D�R��
O�S
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(S4X TUeratinL in 5�(;* HTnte]tX RZXt na[iLate HTRUle] 
HhallenLeX \hile RaintaininL effeHti[eneXX and Xafet^� 
SZHHeXX reVZireX ZnderXtandinL hT\ [iTlent e]treRiXt 
TrLani_atiTnX HTRUete fTr inflZenHe� \hile enXZrinL 
UrTLraRX reRain HTRRZnit^�dri[en and XeHZre�

12

Competing wit# �E� 
Influence

VEOs oʲen present themselves as alternative service providers and 
governance actors. CSOs must offer credible, reliable services that 
address community needs while demonstrating transparency and 
maintaining trust. This requires understanding local dynamics and 
delivering consistent value that strengthens community resilience.

Managing Security 
Risks

Security protocols must protect staff, beneficiaries, and sensitive 
information without compromising program effectiveness. This means 
regular risk assessment, clear security procedures, and careful 
information management. Building community trust while maintaining 
security requires balancing openness with necessary protective 
measures.

EvidenceևBased 
Programming

Programs should be based on concrete evidence about local contexts, 
VEO activities, and community needs. Regular monitoring helps ensure 
interventions remain relevant and effective. Success requires adapting 
to changing dynamics while maintaining focus on measurable 
outcomes that demonstrate value to communities.

Strategic 
Coordination �it# 
Partners

�hile partnerships can enhance impact, CSOs must preserve their 
independence and community trust. This requires clear protocols for 
engaging with government and security actors, ensuring activities 
remain community-driven while benefiting from strategic collaboration 
where appropriate.

-o\ Can CS4s 2aximi_e .mUact 
<Mile 2anaging RisP$
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7eHent e]UerienHe hiLhliLhtX Xe[eral HrZHial aUUrTaHheX fTr 
(S4X enLaLinL in 5�(;* \TrP� �eѴo� are vi� he� recommen7e7 
arrroachev Ѵearne7 o�er the ravt ƑƏ �earvĺ

9T effeHti[el^ HTZnter [iTlent e]treRiXt TrLani_atiTnX ;*4X�� C"�v m�vt mo�e 0e�on7 
0roa7 rre�enঞon vtrate]iev an7 =oc�v on rrecive inter�enঞonv taiѴore7 to vreciCc 
��Ѵnera0iѴiঞev an7 conte�tvĺ 9hiX reVZireX identif^inL the UTUZlatiTnX and reLiTnX RTXt at 
riXP� ZnderXtandinL the d^naRiHX Tf ;*4 inflZenHe� and addreXXinL LT[ernanHe LaUX that 
theXe LrTZUX e]UlTit� '^ tarLetinL effTrtX XtrateLiHall^� (S4X Han direHtl^ ZnderRine ;*4 
reHrZitRent and TUeratiTnal HaUaHit^ \hile reinfTrHinL HTRRZnit^ reXilienHe� 

0e^ XtrateLieX inHlZde� 

'^ fTHZXinL Tn theXe UreHiXe XtrateLieX� (S4X Han effeHti[el^ diXrZUt ;*4 reHrZitRent 
UiUelineX� diRiniXh their inflZenHe� and XtrenLthen the reXilienHe Tf [ZlneraGle UTUZlatiTnX� 

13

<Mat &re TMe 1atest &UUroacMes +or
Civil Society's ResUonse$

�R��
S� 
TARGETING

1.

�argeted Population 

denti!ication

Pinpointing communities and demographic groups actively targeted by 
VEOs for recruitment. 

Mapping �E� 

n!luence

ocating regions where VEOs are establishing dominance or shadow 
governance systems to gain control. 

Addressing 
�overnance �aps

Targeting specific failures in state governance։such as %ustice provision 
or dispute resolution։that VEOs exploit to build legitimacy. 

Supporting 
Marginali5ed 
Communities

Prioritizing interventions in areas where populations are caught 
between VEO coercion and government neglect. 

Competitive Service 
�esign

�eveloping programs that directly compete with VEOs by providing 
alternative services and support to communities. 



AHHZrate and XeHZre e[idenHe HTlleHtiTn iX fZndaRental tT deXiLninL iRUaHtfZl HTZnter� 
e]treRiXR UrTLraRX� C"�v m�vt ]ather reѴia0Ѵe 7ata on (�� acঞ�iঞevķ comm�nit� 
7�namicvķ an7 rro]ram o�tcomev �hiѴe env�rin] the va=et� o= their vta@ an7 vo�rcevĺ 
(S4X RZXt de[elTU XeHZre RethTdX tT� 

1THal leaderX Ula^ a Ui[Ttal rTle in fTXterinL trZXt� RTGili_inL HTRRZnitieX� and addreXXinL 
Lrie[anHeX that ;*4X Tften e]UlTit� For C"�vķ rartnerin] �ith Ѵe]iঞmateķ revrecte7 
Ѵea7erv iv evvenঞaѴ to achie�in] v�vtaina0Ѵe imractĺ *ffeHti[e UrTLraRX XhTZld�

1914

EVIDENCE
COLLECTION

2.

�ocument �E� 
Activities Sa!ely

Gather intelligence without endangering team members or vulnerable 
communities. 

everage ocal 
Networks

Use trusted local contacts for insights rather than relying on formal focus 
groups, which may be risky or ineffective. 

Ensure �ata 
Security

Implement robust protocols for storing and transmitting sensitive data to 
prevent it from falling into the wrong hands. 

Measure 
mpact 
Eʯectively

Track program outcomes with specific indicators that reflect changes in 
VEO presence or influence. 

S#are �ata 
Responsibly

Collaborate with trusted partners while protecting the identity and safety 
of sources. 

Engage egitimate 
eaders

Partner with respected individuals who have deep community trust 
and credibility. 

�rain in Ris& 
Managementխ

Provide local partners with security training to manage threats in 
high-risk areas. 

Enable Secure 
Communication

Establish safe channels for local leaders to voice concerns and share 
critical information. 

Address Community 
�rievances

Support initiatives led by local leaders to resolve the root causes of 
VEO exploitation. 

Balance �isibility and 
Sa!etyխ

Protect leaders by managing their exposure to reduce risks without 
undermining their authority. 

LOCAL
LEADERSHIP

3.



.n the raUidl^ e[Tl[inL landXHaUe Tf [iTlent e]treRiXR� C"�v m�vt a7ort a7arঞ�e rro]rammin] 
to remain e@ecঞ�eĺ 9hiX in[Tl[eX RTnitTrinL XhiftX in ;*4 taHtiHX� RaintaininL fle]iGle TUeratiTnal 
UlanX� and reXUTndinL VZiHPl^ tT eRerLinL threatX Tr TUUTrtZnitieX� '^ GZildinL reXilient net\TrPX 
and learninL frTR GTth XZHHeXXeX and XetGaHPX� (S4X Han enXZre their initiati[eX Xta^ rele[ant and 
iRUaHtfZl� (S4X need X^XteRX tT�

*ffeHti[e HTRRZniHatiTn XtrateLieX are HritiHal in HTZnterinL e]treRiXt narrati[eX and GZildinL trZXt 
\ithin HTRRZnitieX� C"�v m�vt cra[ mevva]in] that revonatev �ith ѴocaѴ a�7iencev �hiѴe 
a�oi7in] �ninten7e7 amrѴiCcaঞon o= (�� rrora]an7aĺ *ffeHti[e UrTLraRX XhTZld�
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ADAPTIVE
PROGRAMMING

4.

 Monitor �E� �actics Stay updated on shiʲs in extremist activities and their evolving 
strategies. 

 Ad%ust �uic&ly Build the capacity to revise programs swiʲly in response to emerging 
security challenges. 

Enable �le3ible 
�perations

Ensure funding and implementation plans are adaptable to changing 
conditions. 

Strengt#en Resilient 
�etwor&s

�evelop partnerships and networks that can sustain operations even 
under adverse circumstances. 

 earn Continuously Evaluate successes and failures to refine approaches and maximize 
impact. 

Avoid Ampli!ying �E� 
�arratives

Frame messaging carefully to prevent unintentional reinforcement of 
extremist propaganda. 

Elevate Credible ocal 
�oices

Support trusted community figures who can authentically challenge 
extremist narratives. 

 Protect Participant 

dentities

Safeguard the privacy of individuals involved in programs to ensure 
their safety. 

�se Secure 
Communication 
C#annels

Implement robust systems for safe messaging, especially in areas with 
high VEO activity. 

Anticipate 
Misinterpretation

Consider how messaging could be exploited by VEOs and ad%ust 
strategies accordingly. 

STRATEGIC
COMMUNICATIONS

5.



R.S0 
2&3&,E2E3T 
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�nte]raঞn] comrrehenvi�e rivh mana]ement into e�er� avrect o= co�nterŊe�tremivm 
rro]rammin] iv evvenঞaѴ =or env�rin] the va=et� an7 e@ecঞ�enevv o= C"� oreraঞonvĺ 
7eLZlar XeHZrit^ aXXeXXRentX� Hlear Xafet^ UrTtTHTlX� and rTGZXt HTntinLenH^ UlanninL enaGle 
(S4X tT na[iLate [Tlatile en[irTnRentX \hile RaintaininL their indeUendenHe and UrTteHtinL 
GTth Xtaff and HTRRZnit^ ReRGerX� SZHHeXXfZl iRUleRentatiTn reVZireX the fTllT\inL Pe^ 
eleRentX� 

9he XZHHeXX Tf theXe aUUrTaHheX deUendX Tn (S4X� aGilit^ tT Raintain a 
deliHate GalanHe� the^ RZXt Ge UreHiXe and tarLeted enTZLh tT addreXX 
XUeHifiH ;*4 aHti[itieX� \hile GeinL fle]iGle enTZLh tT adaUt tT HhanLinL 
HirHZRXtanHeX� 9he^ RZXt GZild XtrTnL lTHal relatiTnXhiUX \hile 
UrTteHtinL thTXe XaRe lTHal UartnerX� and the^ RZXt HTTrdinate \ith 
XeHZrit^ aHtTrX \hile RaintaininL the indeUendenHe and trZXt that RaPeX 
Hi[il XTHiet^ effeHti[e� 

9heXe eRerLinL aUUrTaHheX reUreXent a Xhift frTR Leneral Ure[entiTn 
\TrP tT RTre XtrateLiH enLaLeRent that reHTLni_eX (S4X are in direHt 
HTRUetitiTn \ith ;*4X fTr inflZenHe and leLitiRaH^ \ithin HTRRZnitieX� 
9hiX reVZireX XTUhiXtiHated ZnderXtandinL Tf GTth ;*4 TUeratiTnX and 
the HTRUle] d^naRiHX Tf lTHal HTnte]tX� 
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RISK
MANAGEMENT
INTEGRATION

6.

Regular Security 
Assessments

Continuously evaluating risks and updating strategies to address 
evolving threats. 

Clear Sa!ety Protocols �eveloping detailed guidelines to ensure the protection of staff and 
partners in volatile regions. 

Secure 
n!ormation 
Systems

Implementing systems that safeguard sensitive data against 
unauthorized access. 

Balanced Security 
Relations#ips

Fostering strong yet measured relationships with security forces to 
avoid compromising neutrality. 

Compre#ensive 
Contingency Planning

Preparing for various scenarios with well-developed plans to ensure 
continuity and effectiveness. 

SUMMARY
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'uilding resilience and Ureventing violent e]treRisR reVuire a Rultifaceted aUUroach that addresses 
underlying factors, UroRotes coRRunity engageRent, and strengthens social cohesion :3D5, ������ 
-owever, recent e]Uerience indicates that effective resilience�Guilding Rust directly coRUete with ;*Os� 
soUhisticated recruitRent and coRRunity engageRent strategies :S.5, ������ 

7ecognizing and addressing early warning signs of radicalization is crucial in Ureventing 
individuals froR Geing drawn into e]treRist ideologies -organ, ������ 

SoRe coRRon indicators include: 

<hile traditional indicators focusing on individual radicalization reRain iRUortant, recent 
e]Uerience deRonstrates that ;*Os often estaGlish Uresence through suGtle changes in 
coRRunity dynaRics and local governance structures� 
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 Be#avioral S#iʲs Sudden changes in attitudes, beliefs, or actions may signal the onset 
of radicalization (�ackenzie, 2017). 

 Social �it#drawal Isolation from family, friends, or community networks is a common 
early indicator (Borum, 2011). 

 E3tremist 
E3pressions

Open endorsement of extremist views or threats of violence can be 
key warning signs (Enders ʪ Sandler, 2012). 

 Consumption o! 
Propaganda

Engagement with extremist content, especially online, suggests 
growing exposure to radical ideologies (Gemignani, 2019). 

 Suspicious Activities Involvement in or support for radical groups or actions warrants close 
attention (Bennett, 2017). 

<Mat &re TMe Traditional Early <arning Signs
+or Radicali_ation and Extremism$

�O��O� 
�D
���ORS 
���D�ӫ



9he identifiHatiTn Tf ;*4 inflZenHe at the HTRRZnit^ le[el reVZireX HarefZl TGXer[atiTn Tf 
XZGtle HhanLeX in lTHal d^naRiHX and LT[ernanHe XtrZHtZreX� (i[il XTHiet^ TrLani_atiTnX 
RZXt de[elTU X^XteRatiH aUUrTaHheX tT RTnitTrinL theXe HhanLeX� aX earl^ deteHtiTn Han Ge 
HrZHial fTr effeHti[e inter[entiTn� 
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-o\ )o <e Recogni_e Early 
Signs oK VE4 &ctivity$

C#anges in local 
governance and 
dispute resolution

• VEOs establish alternative dispute resolution systems
• Offer յfasterյ solutions than government institutions
• Create parallel %ustice mechanisms
• Build legitimacy through service provision

S#iʲs in economic 
patterns and resource 
control

• New informal taxation systems appear
• Changes in market prices and trade routes
• Emergence of checkpoints
• Shiʲs in local business operations
• Unexplained wealth patterns

Alterations in 
traditional power 
structures and 
leaders#ip

• Traditional leaders become less vocal֨active
• New յcommunity leadersյ emerge suddenly
• Changes in community decision-making
• Shiʲs in resource access
• �arginalized groups face new pressures

�SO. ��S� W���	 �OR ��R� W�R�
�� S
��S

R������Rӫ
*arl^ deteHtiTn Tf theXe 
HhanLeX iX HrZHial fTr 
tiRel^ inter[entiTn� 
+THZX Tn ZnderXtandinL 
\hat�X �nTrRal� in ^TZr 
HTRRZnit^ tT Getter 
XUTt HTnHerninL XhiftX�



:nderstanding the Groader conte]t in which coRRunities oUerate Urovides crucial insights into 
growing ;*O influence� 9his conte]tual analysis reVuires e]aRination of Goth forRal and 
inforRal systeRs, with Uarticular attention to changes in coRRunity�state relationshiUs and 
econoRic Uatterns� 

9he data reveals that 
'urPina +aso e]Uerienced 
the highest UroUortion of 
terrorisR�related deaths in 
���� at ��
, followed Gy 
.srael at ��
 and 2ali at �
, 
highlighting how the iRUact 
of terrorisR reRains 
concentrated in sUecific 
regions while also affecting 
countries across RultiUle 
continents�
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-ow Do <e 7ecognize the *arly 
Signs of ;*O Activity$

S#iʲing 
relations#ips 
between 
communities and 
state institutions

• Reduced cooperation with authorities
• ess engagement with government services
• Shiʲs toward informal systems
• Growing distrust of officials
• Changes start small, then spread wider

Economic �arning 
Signs

• New informal financial systems emerge
• Unexplained local wealth changes
• Construction without clear funding
• Business practice changes
• Informal taxation appears

C#anges in social 
and gender 
dynamics

• Changes in womenմs mobility
• New marriage practices emerge
• �outh behavior patterns change
• յTraditionalյ rules increase
• Community customs shiʲ suddenly

��� �O����� �	����S �O �O�
�ORӫ

���
O� �O
��S �OR �SO.ӫ
• )THZRent \hat�X �nTrRal� in ^TZr HTRRZnit^
• 'Zild trZXted lTHal infTrRatiTn net\TrPX
• <atHh fTr LradZal HhanLeX T[er tiRe
• +THZX Tn RZltiUle indiHatTrX tTLether
• 7eUTrt HTnHerninL UatternX XeHZrel^



5rofessional networPs and coordinated resUonse systeRs are essential for effective 5�C;* 
worP� Success reVuires Galancing security with accessiGility while Raintaining trust across 
different coRRunity actors� -ere are the Pey coRUonents for Guilding these networPs:

<orPing securely doesn�t Rean worPing in isolation� *ffective 5�C;* worP 
reVuires finding ways to Raintain oUen coRRunication while iRUleRenting 
necessary security Urotocols� 9he goal is to Urotect without creating Garriers to 
essential services and suUUort�

0ey 6uestions for 
.nforRation Security:

• <ho has access to sensitive 
inforRation$

• -ow is data encryUted and stored$
• <hat are our Urotocols for sharing 

inforRation$
• -ow do we Urotect source identities$
• <hen and how should inforRation Ge 

deleted$

Signs of a Strong 7esUonse 
3etworP:

• Clear roles and resUonsiGilities
• Secure coRRunication channels
• 5rotected identities of vulneraGle 

individuals
• 7egular security uUdates and training
• *staGlished eRergency Urotocols
• SuUUort systeRs for Urofessional 

wellGeing
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-ow Do <e 'uild Safe and *ffective 
7esUonse 3etworPs$


n!ormation 
Managementխ 
Protecting �#at �e 
Know

Establish secure systems for gathering, storing, and sharing sensitive 
information using encryption, coded documentation, and clear 
protocols for information sharing across trusted partners.

Pro!essional 
Engagementխ 
Empowering 
Community eaders

Build networks of healthcare workers, educators, religious leaders, 
and social workers who can identify concerns early. Provide 
comprehensive training on recognizing signs while maintaining 
confidentiality and cultural sensitivity.

�etwor& 
Coordinationխ 
�or&ing �oget#er 
Safely

Create secure channels for CSO collaboration, engage trusted 
community leaders, and establish formal agreements with 
professional networks that protect both roles and relationships.

�ngoing Supportխ 
Maintaining 
Effectiveness

Ensure regular training updates, provide supervision for complex 
cases, and support self-care practices. Include stress management 
resources and peer support systems for professionals doing this 
challenging work.

��� �O��O����S �OR ��
D
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Security Rust Ge integrated into every asUect of early warning systeRs, not 
treated as an add�on consideration� Organizations should develoU coRUrehensive 
security fraReworPs that include: 

• Are coRRunication channels secure today$
• -ave staff Geen Griefed on current risPs$
• Are eRergency contacts uU to date$
• Are GacPuU systeRs functioning$
• Do all teaR ReRGers Pnow today�s safe locations$

  

<hen to *scalate Security 2easures:
• :nusual interest in staff RoveRents
• Changes in local security Uatterns
• .ncreased Vuestions aGout your worP
• SusUicious technological incidents
• 3ew Uressures on local Uartners
• :ne]Uected changes in access to areas

21

-ow Do <e 0eeU Our 5eoUle and .nforRation Safe$

Ris& Assessment Regular, systematic assessment of risks to staff, partners, and 
communities. This should include analysis of VEO presence and 
tactics, state security operations, and community dynamics. 

Source Protection �etailed protocols for protecting informants and sources, including 
secure communication methods, information compartmentalization, 
and emergency response procedures. 

 �ata Security Comprehensive systems for protecting sensitive information, 
including secure storage, encrypted communication, and clear 
protocols for information sharing. 

 Emergency Response Clear procedures for responding to security incidents, including 
evacuation plans, communication protocols, and support systems for 
affected individuals or communities. 
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�9he strongest Urotection against 
e]treRisR isn�t Oust what we teach
џit�s the resilient coRRunity we 
Guild together��
 � CoRRunity *lder, SoRalia

T�� C�A������
CoRRunities facing violent e]treRisR often struggle with Uolarization, lacP of 
oUUortunity, and vulneraGility to e]treRist Ressaging� CSOs Rust coRUete 
directly with ;*Os that offer their own forRs of Gelonging and UurUose�

��""��" ��A!��	:�� Security Rust Ge integrated froR the start  �� 
5rograRs should address sUecific local conte]ts  �� SustainaGility reVuires 
coRRunity ownershiU  and �� Success coRes froR coRGining all three Uillars

E��CA�
�� ʪ 
AWARENESS
Sucess Story: 
Digital Literacy 
Initiative

A program in Southeast Asia 
combined media literacy 
training with local context, 
helping youth identify and 
resist online recruitment 
tactics. �ithin six months, 
participants were creating their 
own counter-narrative content 
and teaching peers.

�ey Elementsխ
• Critical thinking skills
• Understanding local VEO tactics
• �igital and media literacy
• Peer education approaches

�
A���E ʪ 
ENGAGEMENT
Success Story: 
Community 
Forums

�onthly interfaith dialogues in 
a divided community led to 
%oint pro%ects between 
previously isolated groups, 
creating natural resistance to 
extremist attempts to exploit 
religious differences.

�ey Elementsխ
• Safe spaces for difficult 

conversations
• Cross-community relationship 

building
• Cultural exchange opportunities
• Secure venue protocols

EMP��ERME�� 
ʪ 
PARTICIPATION
Success Story: 
Youth Leadership 
Network

A regional youth network 
turned small community service 
pro%ects into a movement, 
giving young people legitimate 
alternatives to extremist groups 
while building practical skills.

�ey Elementsխ
Skills development
eadership opportunities
Civic engagement pro%ects
Protected spaces for activities

1.

2.

3.
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Promote 
�iversity and 

nclusion

• Create inclusive spaces and programs
• Celebrate shared community values
• Address discrimination proactively
• Bridge cultural and social divides
• Protect vulnerable populations

Build 
Community 
Networks

• Foster inter-group collaboration
• Create safe spaces for dialogue
• Support %oint community initiatives
• Establish secure communication channels
• Implement careful vetting procedures

Strengt#en 
Community 
Resilience

• �evelop mental health support systems
• Build conflict resolution skills
• Create trauma recovery programs
• �aintain confidentiality protocols
• Protect support service providers

-ow Do <e 'uild 7esilient 
CoRRunities Against ;*Os$

Social cohesion and inclusivity are foundational to Guilding coRRunities resilient to violent 
e]treRisR and terrorisR� 'y UroRoting diversity, fostering coRRunity engageRent, and 
iRUleRenting resilience�Guilding UrograRs, civil society organizations CSOs� can address 
the divisions and vulneraGilities that e]treRist grouUs e]Uloit� Strengthening these Gonds 
reVuires deliGerate efforts to Gridge social divides, eRUower Rarginalized grouUs, and 
create networPs of trust and solidarity� Such initiatives not only reduce the aUUeal of 
e]treRist ideologies Gut also Guild the collective caUacity of coRRunities to resist and 
recover froR e]treRist threats� 

Ҷ �OR� S�R����
�S �OR �SO.

R������Rӫ
StrTnL HTRRZnitieX reXiXt e]treRiXR 
GeXt \hen the^ HTRGine inHlZXi[e 
UraHtiHeX \ith aUUrTUriate XeHZrit^ 
ReaXZreX�
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+Tr (S4X and aHti[iXtX \TrPinL tT HTZnter [iTlent e]treRiXR� ZnderXtandinL and deHTnXtrZHtinL e]treRiXt 
narrati[eX iX a HritiHal XteU in redZHinL their aUUeal and inflZenHe� *]treRiXt LrTZUX Hraft UT\erfZl 
ReXXaLeX deXiLned tT e]UlTit Lrie[anHeX� RaniUZlate identitieX� and fTXter di[iXiTn� Tften adaUtinL their 
narrati[eX tT reXTnate \ith XUeHifiH lTHal HTnte]tX� '^ HarefZll^ anal^_inL theXe narrati[eX� UrTUaLanda 
teHhniVZeX� and reHrZitRent XtrateLieX� (S4X Han de[elTU tarLeted HTZnter�narrati[eX that HhallenLe the 
leLitiRaH^ Tf e]treRiXt ideTlTLieX� addreXX Znderl^inL Lrie[anHeX� and Tffer UTXiti[e alternati[eX�

(TZnterinL e]treRiXt narrati[eX iX a HritiHal HTRUTnent Tf effTrtX tT Ure[ent and HTRGat [iTlent 
e]treR�iXR -TrLan � 'raddTHP� ������ '^ ZnderXtandinL� deHTnXtrZHtinL� and HhallenLinL theXe 
narrati[eX� XTHietieX Han UrTRTte HritiHal thinPinL� reXilienHe� and a reOeHtiTn Tf [iTlent ideTlTLieX� 
7eHent e]UerienHe deRTnXtrateX that effeHti[e HTZnter�narrati[e \TrP RZXt direHtl^ HTRUete \ith 
;*4X� XTUhiXtiHated HTRRZniHatiTn and reHrZitRent XtrateLieX \hile UrTteHtinL thTXe in[Tl[ed in 
theXe effTrtX :S.5� ������ 

����
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-ow Can <e 'etter :nderstand and 
Counter ;*O 2essages$


denti!y �ey �#emes • �ap key messages and beliefs
• Understand local grievances used
• Track identity-based narratives
• �ocument calls to violence
• Note context-specific appeals

Analy5e Propaganda 
�ec#ni,ues

• Recognize manipulation tactics
• Study emotional triggers used
• �onitor local language֨references
• Track targeted messaging
• �ocument media strategies

E3amine Recruitment 
Strategies

• �ap online֨offline tactics
• Identify vulnerable groups targeted
• �ocument exploitation methods
• Track radicalization pathways
• �onitor recruitment patterns

�O����Rӿ��SS��
�� R���
R�S �SO. �Oӫ

R������Rӫ
:nderXtandinL ;*4 ReXXaLinL helUX Hreate effeHti[e 
HTZnter�narrati[eX� GZt al\a^X UriTriti_e XeHZrit^ \hen 
RTnitTrinL e]treRiXt HTntent�



0ey 5oints for .RUleRentation

• Successful UrograRs coRGine RultiUle aUUroaches
• Security Reasures Rust Ge Guilt into every coRUonent
• Local conte]t deterRines which aUUroaches worP Gest
• Digital and in�Uerson strategies reVuire different security Urotocols
• *valuation and adaUtation are crucial for long�terR success
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 Build 
Solutionև�ocused 
�arratives

�our messages should go beyond simply re%ecting extremist ideas. 
Focus on promoting peace, tolerance, and concrete solutions to 
community challenges. Frame these in culturally relevant ways that 
acknowledge local traditions and concerns. Rememberխ effective 
narratives offer hope and practical alternatives.

everage Aut#entic 
�oices Sa!ely

Former extremists and survivors can provide compelling testimonials 
that challenge extremist narratives. Personal stories and testimonials 
of resilience offer persuasive arguments against violent ideologies 
(Horgan, 2008). However, their security must come firstխ
◦ Implement robust protection protocols
◦ Carefully manage how stories are shared
◦ Create secure communication channels
◦ �evelop emergency response procedures
◦ Provide ongoing support for contributors

Engage ocal 

n!luencers 
Strategically

Partner with trusted community voices - religious leaders, educators, 
artists, and youth advocates. These partnerships require careful 
managementխ
◦ Provide security training for all partners
◦ Establish secure communication methods
◦ Create contingency plans for threats
◦ Support partnersմ continued community engagement

-ow Do <e Create *ffective Counter�2essages$

0ey 5oints for CSOs
◦ +ocus on UroRoting solutions, not Oust reOecting e]treRist ideas
◦ 'uild locally relevant narratives that resUect cultural conte]ts
◦ 5rioritize security in all asUects of Ressage develoURent
◦ *nsure authentic voices are Urotected and suUUorted
◦ Create sustainaGle, long�terR Ressaging strategies

�O����Rӿ��SS���Sӫ Ҷ �RO��� ���	ODS
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9hiX :0�GaXed HaRUaiLn effeHti[el^ HTZntered e]treRiXt reHrZitRent 
G^ fTHZXinL Tn faRil^ GTndX and HTRRZnit^ tieX� 9he HaRUaiLn 
Hentered Tn a UT\erfZl [ideT XhT\inL a XiXter�X iRaLined ReXXaLe tT 
her GrTther \hT had OTined an e]treRiXt LrTZU� HTRGined \ith real 
XtTrieX frTR faRilieX affeHted G^ radiHali_atiTn� .tX XZHHeXX HaRe 
frTR�

◦ (reatinL eRTtiTnal reXTnanHe thrTZLh aZthentiH faRil^ narrati[eX
◦ *RUhaXi_inL Ure[entiTn and hTUe rather than HTndeRninL UaXt 

HhTiHeX
◦ 5rTteHtinL UartiHiUantX thrTZLh HarefZl identit^ RanaLeRent
◦ :XinL RZltiUle HhannelX XTHial Redia� HTRRZnit^ e[entX� lTHal 

Redia� tT reaHh different aZdienHeX
◦ SZUUTrtinL faRilieX tT Xhare their XtTrieX Xafel^ and Tn their T\n 

terRX

◦ �ervonaѴ "torievĹ +TrRer e]treRiXtX XharinL their OTZrne^ TZt Tf 
[iTlent LrTZUX thrTZLh faHilitated HTRRZnit^ dialTLZeX

◦ +o�th �ea7ervhirĹ 9raininL ^TZnL UeTUle tT Hreate HTZnter�narrati[e 
HTntent in their T\n [TiHe and Xt^le

◦ C�Ѵt�raѴ ��rrevvionĹ :XinL lTHal art� RZXiH� and traditiTnal 
XtTr^tellinL tT UrTRTte alternati[e ReXXaLeX

◦ Comm�nit� For�mvĹ (reatinL Xafe XUaHeX fTr dialTLZe Get\een 
different LrTZUX aGTZt XenXiti[e tTUiHX

◦ FamiѴ� "�rrort �et�orhvĹ 'ZildinL XZUUTrt X^XteRX fTr faRilieX 
affeHted G^ e]treRiXR
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�evelop 
Conte3tևAware 
Media iteracy 
Programs

Recent evidence shows that traditional media literacy approaches 
need updating. VEOs now adapt their messaging to local contexts, 
using community-specific issues and cultural references (Hollander ʪ 
Evers, 2021). �our programs shouldխ
◦ Teach context-specific analysis skills
◦ Address local language and cultural elements
◦ Include security protocols for participants
◦ Focus on practical identification of manipulation tactics
◦ Build long-term digital resilience

Create Secure 
Monitoring 
Systems

As VEOs develop sophisticated information networks, monitoring 
work has become more complex and dangerous (Schmidt ʪ �oung, 
2020). Protect your team byխ
◦ Implementing encrypted communications
◦ Establishing secure data storage
◦ Creating clear handling procedures for sensitive information
◦ Training staff on safe monitoring practices
◦ �eveloping emergency response protocols

Engage wit# �igital 
Platforms

Platform partnerships are crucial but must be approached carefully 
(Nediŧ, 2021). Focus onխ
◦ Building secure reporting channels
◦ Protecting local partner identities
◦ Addressing context-specific VEO tactics
◦ Promoting safe community moderation
◦ �aintaining confidential communication channels

�or Program �esignխ

• Start with local context analysis
• Build security measures into 

every component
• Create clear reporting 

mechanisms
• Establish participant protection 

protocols
• �evelop emergency procedures

�or �igital Sa!etyխ

• Use encrypted communication 
tools

• Train staff on digital security
• Protect participant identities
• �onitor for potential threats
• Regular security updates

�or Sustainabilityխ

• �ocument lessons learned 
securely

• Share best practices safely
• Build local digital literacy 

capacity
• �aintain secure support 

networks

-ow Can CSOs 'uild Digital 7esilience Against 
*]treRist Content$

0ey 5oints for CSOs
◦ Digital sUaces reVuire sUecific strategies and security Reasures
◦ 2edia literacy UrograRs Rust address local conte]t and language
◦ 2onitoring efforts need roGust security Urotocols
◦ 5latforR UartnershiUs should focus on conte]t�sUecific solutions
◦ Staff and UarticiUant Urotection is UaraRount in digital worP

Ҷ ��� �R��S �OR ��
D
�� D
�
�� R�S
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(+' ( )/�/$*) �$+.



57AC9.CAL *=A25L*S O+ 2*D.A 
L.9*7AC> .3.9.A9.;*S

5ractical e]aRUles of Redia literacy initiatives for countering online 
violent e]treRisR and terrorisR include:

28

by t#e 
nstitute 
!or Strategic 
�ialogue ֢
S�֣

The �igital Civics Toolkit developed by IS� offers a 
comprehensive set of resources and guidance to promote 
media literacy and critical thinking skills among young 
people to recognize and respond to extremist narratives 
online. The toolkit includes interactive modules, case 
studies, and practical tools for educators and youth workers 
(Institute for Strategic �ialogue, 2021).

Tech Against Terrorism is a global initiative that collaborates 
with tech companies, government agencies, and civil society 
organizations to counter online terrorist content through 
capacity-building, knowledge-sharing, and the development 
of best practices. By promoting digital literacy and 
responsible online behavior, the initiative aims to disrupt the 
dissemination of extremist propaganda on digital platforms 
(Tech Against Terrorism, n.d.).

Media iteracy 
Programs in 
Sc#ools

Several countries have implemented media literacy 
programs in schools to educate students about online safety, 
digital citizenship, and discerning credible information. For 
example, Finlandմs �edia iteracy Pro%ect in Schools 
integrates critical media literacy skills into the national 
curriculum to empower students to navigate the online 
environment responsibly and resist extremist influences 
(Tanmoy, 2020).

�nline 
Awareness 
Campaigns

Civil society organizations and government agencies 
leverage online awareness campaigns to raise public 
awareness about the dangers of online extremism and 
promote media literacy skills. Initiatives like the 
 ThinkBeforeSharing campaign in Indonesia educate socialי
media users about identifying and reporting misinformation 
and extremist content to prevent their spread online 
(Indonesian Government, 2021).

Social Media 
Monitoring and 
Reporting �ools

Platforms like Facebook, �ouTube, and � (formerly Twitter) 
have implemented reporting mechanisms and content 
moderation tools to allow users to report extremist content 
and prevent its dissemination. By empowering users to flag 
harmful content and providing resources for media literacy 
training, these platforms contribute to countering online 
violent extremism and terrorism (Norris, 2019).

9hese Uractical e]aRUles deRonstrate the diverse aUUroaches and strategies 
eRUloyed to enhance Redia literacy for countering online violent e]treRisR 
and terrorisR, eRUhasizing the iRUortance of collaGoration aRong 
staPeholders and the integration of digital literacy into educational initiatives�



>outh UrograRs worP Gest when they Urovide 
three Pey eleRents 'ennett, �����:
◦ Genuine sense of UurUose and Gelonging
◦ OUUortunities for leadershiU and recognition
◦ Safe sUaces for e]Uloring coRUle] issues
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Education-
Based 
Initiatives

)hat )orhvĹ
• Critical thinking development that 

addresses real-world challenges
• �edia literacy focused on local VEO 

recruitment tactics
• Peer-to-peer learning opportunities
• �iscussion of complex issues in safe 

environments

"ec�rit� Convi7eraঞonvĹ
• Screen educational materials for 

sensitive content
• Protect student identities in 

discussions
• Train educators on security 

protocols
• Create safe reporting mechanisms

�out# 
eaders#ip 
Programs

�@ecঞ�e �Ѵementv Ő�oѴѴo�a�ķ 
ƑƏƐѶőĹ
• Peer-to-peer mentorship 

opportunities
• Community service pro%ects
• �outh-led initiatives
• Skills development workshops

�rotecঞon �rotocoѴvĹ
• Balance visibility with security
• Screen mentors carefully
• �onitor for potential VEO 

infiltration
• Establish emergency response 

procedures

Creative 
E3pression 
Projects

"�ccevv=�Ѵ Arrroachev Ő�iѴѴetķ 
ƑƏƑƏőĹ
• Arts and cultural programs
• Storytelling initiatives
• Theater and performance pro%ects
• �igital media creation

"a=et� �eav�revĹ
• Protect participant identities in 

public displays
• Secure venue locations
• Screen content for sensitive 

information
• Create safe sharing platforms

-ow Can CSOs *ffectively *ngage 
>outh in 5�C;* 5rograRs$

0ey 5oints for CSOs
◦ >outh UrograRs Rust Galance visiGility with Urotection
◦ *ducation initiatives should address how ;*Os sUecifically target youth
◦ Successful UrograRs Urovide legitiRate alternatives to ;*O recruitRent
◦ Security Urotocols shouldn�t coRUroRise youth leadershiU oUUortunities
◦ Local conte]t deterRines which aUUroaches worP Gest

�OR� �RO�R�� ���RO��	�S �OR �SO.
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Be!ore 
Launch:

�uring 
Implementation:

�or Program 
Success:

• Con7�ct �o�th nee7v 
avvevvment

• �ar ѴocaѴ (�� 
recr�itment tacঞcv

• 	e�eѴor vec�rit� 
rrotocoѴv

• Create emer]enc� 
rroce7�rev

• ��iѴ7 rartnervhirv �ith 
ѴocaѴ actorv

• !e]�Ѵar vec�rit� re�ie�v
• �n]oin] rarঞcirant v�rrort
• FѴe�i0Ѵe rro]rammin]
• +o�th =ee70ach mechanivmv
• �artner coor7inaঞon

• Foc�v on ]en�ine �o�th 
emro�erment

• �aintain convivtent vec�rit� 
meav�rev

• ��iѴ7 tr�vt �ith comm�niঞev
• Create v�vtaina0Ѵe iniঞaঞ�ev
• 	oc�ment Ѵevvonv Ѵearne7

5ractical .RUleRentation 9iUs for >outh and
*ducation 5�C;* 5rograRs

�ocus on ocal 
Context

• Understand how VEOs target youth in your area
• Address specific community challenges
• Use culturally relevant approaches
• Build on existing youth initiatives

Prioriti5e 
Protection 

• Create clear security protocols
• Train all staff on safety measures
• Establish reporting mechanisms
• �evelop emergency responses
• Regular security updates

Enable Aut#entic 
Leadership

• Give youth real decision-making power
• Create safe spaces for dialogue
• Support youth-led initiatives
• Provide mentorship opportunities

Build Sustainable 
Programs

• �evelop local partnerships
• Train youth facilitators
• Create support networks
• Plan for long-term engagement

ҷ � 4  ..*). �-*( �#  �$ '�
1.

2.

3.

4.

Remember: >outh engageRent in 5�C;* reVuires careful 
Galance Getween eRUowerRent and Urotection� 5rograRs 
should Urovide genuine alternatives to ;*O recruitRent 
while Raintaining roGust security Reasures +ritz, ������
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9o effectively coRGat violent e]treRisR and terrorisR, a Rulti�faceted aUUroach that eRUhasizes 
Uartner�shiUs and collaGoration across sectors and Gorders is essential� 9hese collaGorative efforts, 
which involve governRent agencies, non�governRental organizations 3GOs�, coRRunity leaders, 
religious grouUs, and other Pey staPeholders, helU to create a coordinated and coRUrehensive resUonse 
to the evolving threat of violent e]treRisR� -owever, recent e]Ueriences underscore the iRUortance of 
carefully navigating these UartnershiUs to ensure Goth effectiveness and trust� 9his section outlines the 
Pey eleRents of successful collaGoration in countering violent e]treRisR and terrorisR� 

AQIM 
Est. 2007 
1,000 

JNIM 
Est. 2014 
2,000 

ISWAP 
Est. 2015 
7nMnoYn 

ISCAP 
Est. 2018 
1,500 - 2,000 

AQAP 
Est. 2009 

����� ������ 

Al Shabaab 
Est. 2006 
����� ������ 

Al Qaeda 
Est. 1988 
400 

AQIS 
Est. 2014 
180 - 200 

ISEA 
Est. 2016 
200 

ISM 
Est. 2022 
180 - 220 

ISGS 
Est. 2015 
7nMnoYn 

ISSP 
Est. 2014 
100 - 500 

HAD 
Est. 2018 
1,500 - 2,000 

ISIS 
Est� ���� 

5,000 - 7,000 ISKP 
Est. 2015 
4,000 - 6,000 

2023 Scorecard: Al Qaeda and ISIS 
AN 3aeda AƄNiate 

Trajectory 

7aUidl^ StrenLtheninL 

StrenLtheninL 

2aintainininL 

<eaPeninL 

.XlaRiH State 'ranHh 
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2023 Scorecard: Al Qaeda and ISIS 

��R���RS	
�S ��D 
COLLABORATION

-ow Can CSOs 'uild *ffective 5�C;* 5artnershiUs$

Core 
Partners#ip 
Principles

�vvenঞaѴ �ѴementvĹ
• Respect for partner autonomy
• Clear roles and responsibilities
• Transparent communication 

channels
• Shared security protocols
• �oint accountability measures

Tr�vt ��iѴ7in]Ĺ
• �aintain organizational 

independence
• Protect community relationships
• Establish clear boundaries
• Regular stakeholder engagement
• Open dialogue mechanisms

0ey 2essages for CSOs
◦ 2ulti�staPeholder UartnershiUs are essential for effective 5�C;*
◦ 'alance coordination with organizational indeUendence
◦ 5rotect Goth Uartners and Geneficiaries
◦ 2aintain coRRunity trust while worPing with various actors
◦ Clear Urotocols and Goundaries strengthen UartnershiUs

��
D
�� S�RO�� �ԟ��� ��R���RS	
�S

9he RaU reveals a coRUle] gloGal 
networP of .S.S and Al 6aeda 
affiliates as of ����, with the 
largest concentrations of fighters 
in grouUs liPe .S05 and Al 
ShaGaaG, while the traOectory 
indicators suggest that newer 
grouUs estaGlished after ���� are 
generally strengthening, 
Uarticularly in Africa and South 
Asia� 
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-ow Can CSOs Share 0nowledge and 'uild 
.nternational 3etworPs$

'uilding effective Pnowledge�sharing networPs 
reVuires understanding these fundaRental eleRents 
that forR the GacPGone of successful 5�C;* 
collaGoration:
• 0nowledge Sharing: S^XteRatiH e]HhanLe Tf 

XZHHeXXfZl XtrateLieX and leXXTnX learned
• 7esource 5ooling: (TRGininL e]UertiXe and tTTlX 

fTr Lreater iRUaHt
• Learning 3etworPs: (TRRZnitieX Tf UraHtiHe 

fTHZXed Tn 5�(;*
• .nnovation *]change: SharinL ne\ aUUrTaHheX and 

XTlZtiTnX
• Secure CoRRunication: 5rTteHted HhannelX fTr 

XharinL XenXiti[e infTrRatiTn

Sharing 'est 5ractices: 

'efore engaging in cross�Gorder worP, assess your organization�s 
readiness Gy considering:
1. 3eed: .X HrTXX�GTrder HTllaGTratiTn neHeXXar^ fTr ^TZr TGOeHti[eX$
2. CaUacity: )T ^TZ ha[e the reXTZrHeX tT Raintain XeHZre UartnerXhiUX$
3. 7isP: (an ^TZ UrTteHt lTHal UartnerX and XenXiti[e infTrRatiTn$
4. ;alue: <ill HTllaGTratiTn XiLnifiHantl^ enhanHe ^TZr iRUaHt$
5. 9iRing: .X the HZrrent HTnte]t HTndZHi[e tT Xafe HTllaGTratiTn$

Core Decision 5oints for CSOs:

<hen and -ow Should CSOs *ngage in 
Cross�'order CollaGoration$

�ypes o! Sa!e 
Collaboration

�o�Ŋ!ivh Acঞ�iঞevĹ

• "harin] r�0Ѵic revearch an7 
rerortv

• �arঞciraঞn] in re]ionaѴ net�orhv
• �oint caracit� 0�iѴ7in] rro]ramv
• ��0Ѵic a7�ocac� iniঞaঞ�ev
• �eneraѴ tren7 anaѴ�viv

�i]herŊ!ivh Acঞ�iঞev 
Ő!et�irin] ��tra "ec�rit�őĹ

• �nteѴѴi]ence vharin]
• "enviঞ�e 7ata e�chan]e
• CrovvŊ0or7er rro]rammin]
• )orh �ith ��Ѵnera0Ѵe 

ror�Ѵaঞonv

Building 
Eʯective 
Partners#ips

"tart "maѴѴĹ

• �e]in �ith Ѵo�Ŋrivh acঞ�iঞev
• ��iѴ7 tr�vt ]ra7�aѴѴ�
• Tevt vec�rit� meav�rev
• 	oc�ment Ѵevvonv Ѵearne7
• ��ran7 care=�ѴѴ�

"caѴe "a=eѴ�Ĺ

• �ncreave acঞ�iঞev 0ave7 on 
rro�en vec�rit�

• A77 rartnerv vtrate]icaѴѴ�
• �nhance rrotecঞon meav�rev
• �aintain re]�Ѵar re�ie�v
• A7f�vt 0ave7 on conte�t
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�niঞaঞ�ev �n�oѴ�in] �nternaঞonaѴ �et�orhv 
in �ņC(� �ncѴ�7eĹ 

9heXe UraHtiHal initiati[eX deRTnXtrate the XiLnifiHanHe Tf internatiTnal net\TrPX in 
faHilitatinL HTTrdinatiTn� HTTUeratiTn� and HTllaGTratiTn aRTnL di[erXe XtaPehTlderX tT 
addreXX the HTRUle] HhallenLeX Tf [iTlent e]treRiXR and terrTriXR Tn a LlTGal XHale� '^ 
le[eraLinL e]UertiXe� reXTZrHeX� and UartnerXhiUX aHrTXX GTrderX� theXe net\TrPX Ula^ a 
HrZHial rTle in ad[anHinL effeHti[e HTZnterterrTriXR XtrateLieX and GZildinL reXilient 
HTRRZnitieX aLainXt e]treRiXt threatX <illiaRX� ������ 

'ZildinL effeHti[e UartnerXhiUX� XharinL GeXt UraHtiHeX� and enLaLinL in internatiTnal 
HTllaGTratiTn are inteLral HTRUTnentX Tf an^ XtrateL^ tT HTRGat [iTlent e]treRiXR and 
terrTriXR� '^ UTTlinL e]UertiXe and reXTZrHeX� XtaPehTlderX Han Hreate a RTre reXilient� 
HTTrdinated� and HTRUrehenXi[e reXUTnXe tT thiX LlTGal HhallenLe� -T\e[er� the XZHHeXX Tf 
theXe effTrtX deUendX Tn the HarefZl inteLratiTn Tf XeHZrit^ ReaXZreX� enXZrinL that the 
UrTteHtiTn Tf UartnerX and HTRRZnitieX iX ne[er HTRUrTRiXed� :ltiRatel^� the effeHti[eneXX 
Tf theXe UartnerXhiUX hinLeX Tn a XTUhiXtiHated ZnderXtandinL Tf GTth lTHal HTnte]tX and 
;*4 TUeratiTnX� XZUUTrted G^ rTGZXt XeHZrit^ UrTtTHTlX and HTllaGTratiTn :S.5� ������ 

��

�lobal 
Counterterrorism 
�orum ֢�C��֣

The GCTF is an international platform that brings together 
governments, multilateral organizations, and civil society partners to 
address key challenges in countering terrorism and preventing 
violent extremism. The forum facilitates dialogue, capacity-building, 
and information-sharing among member countries to develop and 
implement best practices in counterterrorism efforts 

�nited �ations 
Counterև�errorism 
Center ֢��CC�֣

The UNCCT serves as a global focal point for coordinating 
counterterrorism initiatives and enhancing international 
cooperation to prevent and combat terrorism. Through technical 
assistance, training programs, and policy guidance, the center 
supports member states in strengthening their capacities to address 
terrorism threats effectively and in compliance with human rights 
standards 

European �nion 
Radicali5ation 
Awareness �etwor& 
֢RA�֣

RAN is a network of practitioners, policymakers, and experts from EU 
member states working together to prevent radicalization and 
promote community resilience against violent extremism. By sharing 
knowledge, exchanging good practices, and conducting research on 
preventing radicalization, RAN supports local initiatives and national 
strategies to counter terrorism across Europe 

�lobal 
nternet 
�orum to Counter 
�errorism ֢�
�C�֣

GIFCT is a collaboration among tech companies, governments, and 
civil society organizations to prevent the spread of terrorist content 
online and promote counter-speech initiatives. By developing 
technology-driven solutions, sharing intelligence, and engaging in 
capacity-building programs, GIFCT addresses the challenges of 
online extremism and facilitates a coordinated response to terrorist 
propaganda on digital platforms 

Strong Cities 
�etwor& ֢SC�֣

SCN is a global network of local government authorities, civil society 
organizations, and community leaders working together to prevent 
and counter violent extremism at the local level. By fostering 
city-to-city partnerships, sharing best practices, and promoting 
community resilience, SCN strengthens urban responses to 
radicalization and supports inclusive approaches to countering 
terrorism in diverse contexts 



2TnitTrinL and e[alZatinL effTrtX tT HTRGat [iTlent e]treRiXR and terrTriXR are eXXential tT 
enXZre that inter[entiTnX are effeHti[e and iRUaHtfZl� *XtaGliXhinL Hlear indiHatTrX and RetriHX 
allT\X TrLani_atiTnX tT traHP UrTLreXX� ReaXZre TZtHTReX� and RaPe infTrRed deHiXiTnX 
aGTZt adOZXtinL XtrateLieX� 9heXe effTrtX helU tT deterRine \hether initiati[eX are ReetinL 
their TGOeHti[eX and UrT[ide the neHeXXar^ data tT refine and TUtiRi_e aUUrTaHheX� 
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-ow Do <e 0now .f Our 5�C;* 
5rograRs Are <orPing$

0ey 5oints for CSOs
◦ Security Rust Ge Urioritized in all 2�* activities
◦ Data collection reVuires careful Urotection Urotocols
◦ .ndicators should Galance insight with safety
◦ .nforRation sharing needs secure systeRs
◦ Continuous iRUroveRent deUends on safe evaluation

<hy *valuate 5�C;* 5rograRs$

��� �O
��S
• *valuations reveal UrograR effectiveness, efficiency, and sustainaGility, 

helUing CSOs understand what worPs and guiding future decisions 
2asters � Ortega, �����

• CoRUrehensive evaluations uncover Gest Uractices and lessons learned 
that can Ge shared across the 5�C;* coRRunity SRith � 9hoRUson, 
�����

• 7egular evaluation helUs UrograRs stay relevant to coRRunity needs and 
achieve lasting iRUact 2asters � Ortega, �����

• *valuation findings strengthen the gloGal 5�C;* evidence Gase, 
contriGuting to Rore effective resUonses to violent e]treRisR

• SysteRatic evaluation enaGles UrograRs to adaUt to evolving threats and 
challenges in real�tiRe
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'efTre iRUleRentinL RTnitTrinL and e[alZatiTn aHti[itieX� (S4X RZXt eXtaGliXh rTGZXt 
XeHZrit^ UrTtTHTlX tT UrTteHt Xtaff� UartnerX� and data� 9heXe fi[e HTre aHtiTn XteUX UrT[ide a 
X^XteRatiH aUUrTaHh tT GZildinL XeHZre 2�* X^XteRX that UrTteHt \hile deli[erinL [alZaGle 
UrTLraR inXiLhtX�
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Establis# secure data 
collection met#ods

• Create anonymous reporting systems
• Use coded identification systems
• Implement encrypted data storage
• Train staff on secure collection
• Regular security audits

Create protected 
reporting c#annels

• Set up encrypted communication
• Establish secure filing systems
• Create information classification levels
• �efine sharing protocols
• Regular channel security checks

�rain staʯ on security 
protocols

• Regular security briefings
• Emergency response training
• Information handling procedures
• Risk assessment skills
• Security incident reporting

Monitor !or potential 
ris&s

• Regular threat assessments
• Security incident tracking
• Partner safety checks
• Environmental scanning
• Risk mitigation planning

Regular security reviews • �onthly protocol assessments
• System vulnerability checks
• Staff security refreshers
• Partner safety evaluations
• Emergency procedure updates

<hat Security SteUs 2ust CSOs 9aPe for Safe 2�*$

'*S9 57AC9.C*S +O7 S*C:7* 2�*

-ow Do <e 2onitor 5�C;* 5rograRs Safely$

�ata collection 
t#roug# trusted 
networ&s

Build relationships with reliable local partners who understand 
security risks and can gather information discreetly. Use encrypted 
platforms and protected channels for sharing monitoring data

Protection o! sources 
and in!ormation

Implement systems to protect identities, secure data storage, and 
manage sensitive information

Regular security 
assessments

Conduct frequent reviews of your monitoring systems to identify and 
address potential vulnerabilities

Clear documentation 
protocols

Establish standardized procedures for recording information that 
protect sensitive details
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-ow Do <e Select *ffective 5�C;* .ndicators$

0ey 5oints for CSOs
◦ .ndicators should directly linP to 

UrograR goals and oGOectives
◦ 2i] Vuantitative and Vualitative 

Reasures for fuller Uicture
◦ Consider Goth direct and indirect 

Reasures of change
◦ 9racP short�terR outUuts and 

long�terR outcoRes
◦ Choose indicators that are 

feasiGle to Reasure in your 
conte]t

��� ���S�R����� �O�S
D�R��
O�S

�or �uantitative 
ndicatorsխ • �efine clear measurement units
• Establish reliable data sources
• Set realistic targets
• Consider baseline needs
• Plan tracking frequency

�or �ualitative 
ndicatorsխ • �evelop assessment rubrics
• �efine quality standards
• Create measurement tools
• Plan analysis methods
• �ocument collection protocols

  

<hile Reasuring these indicators, always consider 
local security conte]t and Urotect sensitive 
inforRation through aUUroUriate Urotocols�

S���R
�� �O��
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�ѴѴ�vtraঞ�e �ņC(� �oaѴvķ �0fecঞ�evķ 
an7 �n7icatorv

SeleHtinL the riLht indiHatTrX iX HrZHial fTr ZnderXtandinL UrTLraR iRUaHt� 'elT\ are 
HTRRTn 5�(;* LTalX \ith HTrreXUTndinL indiHatTrX� inHlZdinL GTth eaXil^ ReaXZraGle 
TZtUZtX and RTre HTRUle] TZtHTReX that Han XZLLeXt Ure[entiTn XZHHeXX�
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Objective �utput 
ndicators �utcome 
ndicators

Create meaningful 
alternatives to extremist 
involvement

• Number of youth programs 
implemented

• Participation in skills training
• �entorship matches established
• �outh-led pro%ects initiated
• Educational opportunities 

provided
• Number of referral mechanisms 

established
• Early warning training sessions 

conducted
• Family support programs 

implemented

• �outh engagement in positive 
activities

• Skills application by 
participants

• �uality of youth leadership
• Program sustainability
• Community integration levels
• Reported interventions in 

recruitment attempts
• Cases of family֨community 

prevention of recruitment
• Reduction in engagement with 

extremist content
• Successful reintegration of 

at-risk individuals
• Number of individuals seeking 

early support

�oaѴ ƐĹ !e7�ce +o�th (�Ѵnera0iѴit�

Objective �utput 
ndicators �utcome 
ndicators

Improve local P֨CVE 
response mechanisms

• Number of trained prevention 
actors

• Prevention activities conducted
• Coordination meetings held
• Response protocols established
• Resources mobilized

• Effectiveness of response 
mechanisms

• �uality of partner coordination
• Information sharing efficiency
• Adaptation to emerging 

challenges
• System sustainability
• �ocumented cases of 

successful early intervention
• Number of individuals choosing 

to exit extremist involvement
• Reduction in recruitment 

success rates in target areas
• Increased reporting of 

recruitment attempts
• Community interventions that 

disrupted recruitment 
processes

�oaѴ ƑĹ �nhance �re�enঞon Caracit�

3ote on 5revention 2easureRent: 
<hile direct causation Getween UrograRs and 
Urevented radicalization is difficult to estaGlish, 
these indicators can Urovide evidence suggesting 
Urevention success� 9hey should Ge considered 
alongside other indicators as Uart of a 
coRUrehensive evaluation aUUroach�
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Countering violent e]treRisR and terrorisR reVuires careful adherence to legal and 
ethical UrinciUles to ensure that huRan rights, the rule of law, and deRocratic values 
are resUected� :Uholding these UrinciUles in counter�terrorisR efforts is crucial to 
Urevent violations of fundaRental freedoRs and to Raintain the legitiRacy and 
effectiveness of initiatives� 9his section outlines Pey legal and ethical considerations 
for organizations involved in countering violent e]treRisR, eRUhasizing the 
iRUortance of Galancing security Reasures with individual rights, ensuring 
accountaGility, and fostering inclusivity� 

<hat Legal and *thical 5rinciUles 
2ust Guide 5�C;* <orP$

0ey 5rinciUles for CSOs
◦ -uRan rights Rust Ge central to all 5�C;* activities
◦ Security Reasures should not override civil liGerties
◦ 9ransUarency Guilds trust Gut Rust Urotect vulneraGle 

UoUulations
◦ .nclusive dialogue Urevents Rarginalization
◦ 7egular ethical review PeeUs UrograRs on tracP

Program �esign ࢼ Security Measures ࢼ

•  Incorporates human rights 
standards

•  Prevents discrimination
•  Protects privacy rights
•  Ensures due process
•  �aintains transparency
•  Includes grievance 

mechanisms

•  Proportional to threats
•  egally compliant
•  Protects civil liberties
•  Regularly reviewed
•  Community-consulted
•  Clear safeguards in place

�.. )/$�' R$"#/.ӿ��. � �# �&'$./ !*- �SO.
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-ow Do <e 'alance Security and 7ights$

<-A9 to 5rotect: A +raReworP +or CSOs


ndividual 
Privacy

Civil 
Liberties

Community 
Rights

• Personal information
• Confidential data
• Private 

communications

• Freedom of expression
• Right to assembly
• Religious freedom
• �ue process

• Non-discrimination
• Equal treatment
• Cultural respect
• Collective dignity

-O< to 5rotect: A +raReworP +or CSOs

Clear 
Protocols

�versig#t 
Mechanisms

• �ritten guidelines
• Staff training
• Regular review
• Update procedures

• Review committees
• Regular audits
• Community feedback
• Ad%ustment processes

CSO AccountaGility +raReworP


nternal 
Measures:

E3ternal 
Measures:

• Clear governance structure
• �ritten ethical guidelines
• Regular staff training
• �ocumentation systems
• Review mechanisms

• Community consultation
• Transparent reporting
• Feedback channels
• Public accountability
• Partnership protocols

  

7eReRGer: Success in 5�C;* reVuires Galancing effective 
UrograRRing with ethical considerations 2artin, ������ 7egular 
review helUs Raintain this Galance�



C43C1:S.43 � 

Civil society organizations Ulay a vital role in 5�C;* worP, Gut face 
evolving challenges as ;*Os GecoRe Rore soUhisticated� -ere are the 
essential taPeaways for CSOs engaging in this critical worP:

:nderstanding >our 7ole
• CSOs Urovide uniVue value through grassroots connections and 

coRRunity trust
• Local Pnowledge gives CSOs advantages in addressing root causes
• CSOs Rust directly coRUete with ;*O influence in coRRunities
• Security and Urotection need to Ge Galanced with accessiGility

0ey Areas for .RUact
• +ill governance gaUs that ;*Os e]Uloit
• 5rovide alternative Oustice and disUute resolution
• Counter ;*O econoRic influence
• 'uild digital literacy and counter�narrative caUaGilities
• +oster coRRunity resilience through local leadershiU

*Rerging Challenges
• ;*Os are adaUting VuicPly to local conte]ts
• Online radicalization reVuires new resUonse strategies
• +unding sustainaGility affects UrograR continuity
• CoRRunity Uolarization can hinder effectiveness
• Security threats to staff and Uartners are increasing

Critical Success +actors
• *vidence�Gased UrograRRing targeting sUecific vulneraGilities
• 7eal�tiRe Ronitoring of ;*O tactics and adaUtation
• Strong local UartnershiUs and leadershiU
• +le]iGle funding Rodels for raUid resUonse
• 5rotected coRRunication channels

+uture +ocus Areas
• 'uild stronger digital resUonse caUaGilities
• *nhance security Urotocols while Raintaining access
• Strengthen coRRunity�led initiatives
• .RUrove Ronitoring and evaluation systeRs
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